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INTERNAL AUDIT STRATEGY (March 2020)

1 INTRODUCTION

Internal Audit is a statutory service in the context of The Accounts and Audit (England)
Regulations 2015, which state:

5.—(1) A relevant authority must undertake an effective internal audit to evaluate the
effectiveness of its risk management, control and governance processes, taking into account
public sector internal auditing standards (PSIAS) or guidance.

In addition, the Local Government Act 1972, Section 151, requires every local authority to
designate an officer to be responsible for the proper administration of its financial affairs. In The
Council, the Director of Finance is the ‘Section 151 Officer’. One of the ways in which this duty is
discharged is by maintaining an adequate and effective internal audit service.

The PSIAS refers to the role of Chief Audit Executive, and requires this officer to ensure and
deliver a number of key elements to support the internal audit arrangements. For The Council,
the role of Chief Audit Executive is provided by the Head of Devon Audit Partnership (HoDAP).

The PSIAS require the HoDAP to produce an Audit Charter setting out audits purpose, authority
and responsibility. We deliver this through our Audit Strategy which:

e is a high-level statement of how the internal audit service will be delivered and developed
in accordance with the Charter and how it links to the organisational objectives and
priorities;

¢ will communicate the contribution that Internal Audit makes to the organisation and should
include:

* internal audit objectives and outcomes;

* how the HoDAP will form and evidence his opinion on the governance, risk and
control framework to support the Annual Governance Statement;

* how Internal Audit's work will identify and address significant local and national
issues and risks;

* how the service will be provided, and

» the resources and skills required to deliver the Strategy.

e should be approved, but not directed, by the Audit Committee.

The Strategy should be kept up to date with the organisation and its changing priorities.
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2 INTERNAL AUDIT OBJECTIVES AND OUTCOMES

The primary objective of Internal Audit is to provide an independent and objective opinion to the
Council on the governance, risk and control framework by evaluating its effectiveness in achieving
the organisation’s objectives through examining, evaluating and reporting on their adequacy as a
contribution to the proper, economic, efficient use of resources.

To achieve this primary objective, the HODAP aims to fulfil the statutory responsibilities for Internal
Audit by:

e identifying all of the systems, both financial and non-financial, that form the Council’s
control environment and governance framework, and contribute to it meeting its
obligations and objectives — the ‘Audit Universe’;

e creating an audit plan providing audit coverage on the higher risk areas in the Audit
Universe;

e undertaking individual audit reviews, to the standards set by the PSIAS, to independently
evaluate the effectiveness of internal control;

e providing managers with an opinion on, and recommendations to improve, the
effectiveness of risk management, control and governance processes;

e providing managers with advice and consultancy on risk management, control and
governance processes;

¢ liaising with the Council’s external auditors to ensure efficient use of scarce audit
resources through the avoidance of duplication wherever possible; and

e providing the Council, through the Audit Committee, with an opinion on governance, risk
and control framework as a contribution to the Annual Governance Statement.

3 OPINION ON THE GOVERNANCE, RISK AND CONTROL FRAMEWORK

As stated above, one of the key objectives of Internal Audit is to communicate to management an
independent and objective opinion on the governance, risk and control framework, and to prompt
management to implement agreed actions.

Significant issues and risks are to be brought to the attention of the S.151 Officer as and when
they arise. Regular formal meetings should also be held to discuss issues arising and other
matters.

The HoDAP will report progress against the annual audit plan and any emerging issues and risks
to the Audit Committee.

The HoDAP will also provide a written annual report to the Audit Committee, timed to support
their recommendation to approve the Annual Governance Statement, to the Council.

The Head of Devon Audit Partnership’s annual report to the Audit Committee will:

(a) include an opinion on the overall adequacy and effectiveness of the Council’s governance,
risk and control framework;

(b) disclose any qualifications to that opinion, together with the reasons for the qualification;

(c) present a summary of the audit work from which the opinion is derived, including reliance
placed on work by other assurance streams;

(d) draw attention to any issues the HoODAP judges particularly relevant to the preparation of
the Annual Governance Statement;

(e) compare the audit work actually undertaken with the work that was planned and
summarise the performance of the internal audit function against its performance
measures and targets; and

() comment on compliance with the Public Sector Internal Audit Standards and communicate
the results of the internal audit quality assurance programme.
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4 PLANNING, INCLUDING LOCAL AND NATIONAL ISSUES AND RISKS

The audit planning process includes the creation of and ongoing revision of an “audit universe”.
This seeks to identify all risks, systems and processes that may be subject to an internal audit
review.

The audit universe will include a risk assessment scoring methodology that takes account of a
number of factors including: the Council’s own risk score; value of financial transactions; level of
change, impact on the public; political sensitivity; when last audited; and the impact of an audit.
This will inform the basis of the resources allocated to each planned audit area.

The results from the audit universe will be used in creating an annual audit plan; such a plan will
take account of emerging risks at both local and national level.

Assignment planning

Further planning and risk assessment is required at the commencement of each individual audit
assignment to establish the scope of the audit and the level of testing required.

5 PROVISION OF INTERNAL AUDIT

The Internal Audit for The Council is provided by Devon Audit Partnership

The Head of Devon Audit Partnership has established policies and procedures in an Audit Manual
to guide staff in performing their duties and complying with the latest available PSIAS guidance.
The manual is reviewed and updated to reflect changes in working practices and standards.

Internal Audit Performance Management and Quality Assurance

The PSIAS state that the HODAP should have in place an internal performance management and
quality assurance framework; this framework must include:

. a comprehensive set of targets to measure performance. These should be regularly
monitored and the progress against these targets reported appropriately;

. seeking user feedback for each individual audit and periodically for the whole service;

. a periodic review of the service against the Strategy and the achievement of its aims and

objectives. The results of this should inform the future Strategy and be reported to the
Audit Committee;

. internal quality reviews to be undertaken periodically to ensure compliance with the PSIAS
and the Audit Manual (self-assessment); and
. an action plan to implement improvements.

Performance Measures and targets

The Head of Devon Audit Partnership will closely monitor the performance of the team to ensure
agreed targets are achieved. A series of performance indicators have been developed for this
purpose (please see over).

Internal Audit Performance Monitoring Targets.
3
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Performance Indicator Full year target
Percentage of Audit Plan completed 90%
Customer Satisfaction - % satisfied or very satisfied as per 90%
feedback forms

Draft reports produced with target number of days 90%
(currently 15 days)

Final reports produced within target number of days 90%
(currently 10 days)

There are a number of other indicators that are measured as part of the audit process that will be

captured and reported to senior management.

Task

Performance measure

Agreement of Annual audit plan

Agreed by Chief Executive, Leadership Team and
Audit Committee prior to start of financial year

Agreement of assignment brief

Assignment briefs are agreed with and provided to
auditee at least two weeks before planned
commencement date.

Undertake audit fieldwork

Fieldwork commenced at agreed time

Verbal debrief

Confirm this took place as expected; was a useful
summary of the key issues; reflects the findings in the
draft report.

Draft report

Promptly issued within 15 days of finishing our
fieldwork.

Report is “accurate” and recommendations are both
workable and useful.

Draft report meeting (if required)

Such a meeting was useful in understanding the audit
issues

Annual internal audit report

Prepared promptly and ready for senior management
consideration by end of May.

Report accurately reflects the key issues identified
during the year.

Presentation of internal audit report to
Management and Audit Committee.

Presentation was clear and concise.

Presented was knowledgeable in subject are and
able to answer questions posed by management /
members.

Contact with the audit team outside of
assignment work.

You were successfully able to contact the person you
needed, or our staff directed you correctly to the
appropriate person.

Emails, letters, telephone calls are dealt with
promptly and effectively.

Once collated the indicators will be reported to the S.151 Officer on a regular basis, and will be
summarised in an annual report. Performance indicator information will also be presented to the
Audit Committee for information and consideration.

The Head of Devon Audit Partnership is expected to ensure that the performance and the
effectiveness of the service improves over time, in terms of both the achievement of targets and

the quality of the service provided to the user.
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Customer (user) feedback

The PSIAS and the Internal Audit Manual state that internal audit performance, quality and
effectiveness should be assessed at two levels:

e for each individual audit; and
e for the Internal Audit Service as a whole.

Customer feedback is also used to define and refine the audit approach. Devon Audit Partnership
will seek feedback from:-

e auditees;

e senior leadership; and

e executive management.

The results from our feedback will be reported to Senior Management and the Audit Committee
in the half year and annual reports.

Internal quality reviews

Devon Audit Partnership management have completed a self-assessment checklist against the
PSIAS and have identified that there are no omissions in our practices. We consider that we fully
meet over 95% of the elements; partially meet 3% (6); and are not required to or do not meet 2%
(5) of the elements. The self-assessment will be updated annually, and, if management identify
areas where we could further strengthen our approaches, these will be added to the Quality Action
Improvement Plan.

In December 2016 Devon Audit Partnership welcomed Terry Barnett, Head of Assurance for
Hertfordshire Shared Internal Audit Service and his colleague Chris Wood, Audit Manager, who
completed an external validation of the Partnership.

Terry and Chris concluded that;
“It is our overall opinion that the Devon Audit Partnership generally conforms* to the Public

Sector Internal Audit Standards, including the Definition of Internal Auditing, the Code of Ethics
and the Standards.”

* Generally Conforms — This is the top rating and means that the internal audit service has a charter, policies and processes that
are judged to be in conformance to the Standards
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6 RESOURCES AND SKILLS

Resources
The PSIAS and the Audit Manual states that:

¢ Internal Audit must be appropriately staffed in terms of numbers, grades, qualifications
and experience, having regard to its responsibilities and objectives, or have access to the
appropriate resources;

e The Internal Audit service shall be managed by an appropriately qualified professional
with wide experience of internal audit and of its management; and

e The Chief Audit Executive (Head of Devon Audit Partnership) should be of the calibre
reflecting the responsibilities arising from the need to liaise with members, senior
management and other professionals, and be suitably experienced.

Devon Audit Partnership currently has ¢.40 staff who operate from any one of our three main
locations (Plymouth, Torquay and Exeter), we also operate from offices at Torridge DC
(Bideford), Mid Devon DC (Tiverton) and South Hams/West Devon Councils (Totnes). The
Partnership employs a number of specialists in areas such as Computer Audit, Contracts Audit
and Counter Fraud Investigators as well as a mix of experienced, professionally qualified and
non-qualified staff.

The Partnership draws on a range of skilled staff to meet the audit needs. Our current staff
includes: -

3 x CCAB qualified

6 x qualified IIA

2 x qualified computer audit (QICA & CISA)

1 x risk management (IRM)

10 x AAT qualified

7 x ACFS (accredited counter fraud specialists)

4 x ILM (Institute of Leadership & Management) level 5 or above

Devon Audit Partnership uses Pentana MK as an audit management system. This system
allows Partnership management to effectively plan, deliver and report audit work in a consistent
and efficient manner. The system provides a secure working platform and ensures
confidentiality of data. The system promotes mobile working, allowing the team to work
effectively at client locations or at remote locations should the need arise.

Staff Development and Training
Devon Audit Partnership management assess the skills of staff to ensure the right people are

available to undertake the work required.

Staff keep up to date with developments within internal audit by attending seminars, taking part
in webinars and conferences, attending training events and keeping up to date on topics via
websites and professional bodies. Learning from these events helps management to ensure they
know what skills will be required of our team in the coming years, and to plan accordingly.

Devon Audit Partnership follows formal appraisal processes that identify how employees are
developing and create training and development plans to address needs.

Devon Audit Partnership

March 2020

Auditing for achievement



